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description

replicates itself into other executable code; when the
infected code is executed, the virus also executes

inserted into software by an attacker; lies dormant until

logic bomb L
some condition is met.

any mechanism that bypasses a normal security check;
sometimes intentional, sometimes accidental and exploited.

rootkit a set of scripts used maintain admin access on a machine.

backdoor

Taken From "Computer Security” by Stallings and Brown, Chapter 7, Table 7.1
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classification description

infects a master boot record or boot record and spreads
boot sector infector| when a system is booted from the disk containing the
virus.

infects files with macro code that is interpreted by an

macro virus I
application.
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classification description

a portion of the virus creates an encryption key and
encrypted virus | encrypts the remainder of the virus; because the virus is
encrypted, it's difficult to scan.

o mutates with every infection, making signature scan
polymorphic virus difficult
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$ finger oster

Login: oster Name: Osterberg
Directory: /Users/oster Shell: /
bin/bash

Office: Peter

Never logged 1in.

No Matil.

No Plan
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void hello{char *taq)
{

char inp[l16];

printf("Enter value for %si tag} <

— g ts{ np) 4——'o|/\ L C)’\—mq}a
intf("Hello yoO %5 1s taqg, 1inp);
}

Whet  does o o'
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Taken From*Computer Security™ by Stallings and Brown, Figure 11.5




char inp[16];

l/U\z\oL‘k’ LS \/\_o\ E\DQ/’\ l v® 7 T:[rcid hello(char *tag)

printf{"Enter value for %s: ", tag);
; gets(inp);
fEaca : OE mmwl printf{“H;.-llo your %s is %s\n", tag, inp);

Lo

\/C\.ﬂ ~\_<’ stack frame bt oS

for i -
\V\ VV\&\-*\ QN oW ,/‘;P“& old frame pointer
O’l '\-CQ/\‘ o param ‘tag’
LS_’& ) local variable ‘inp’
(16 bytes)

stack frame
for gets:

return address

old frame pointer

param ‘tag’

Happy Stack




stack frame
for main:

stack frame

for gets: —
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Happy Stack

C/{/\Q_( ,(Ct INC L

stack frame

for main: -

for gets: —

Stack Overrun!
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when gets() attempts

to return to main, the
program control goes to
the address 0x62616469

Segmentation fault!

stack frame

for main:

stack frame

for gets:

return address

old frame pointer
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param 'tag’

Stack Overrun!
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O\Q}j d‘ ) @m \1{__ for main: ol frarme porate si‘ac:oi-r:ws

param ‘tag’
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stack frame °

Oxbffdee20
for gets:
wesbad
code executes
Oxbffdee2O: SNoUELSU up
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Figure adapted from “With Microscope and Tweszers: An Analysis of the Internet Virus of November 1988"

by M. Eichin and J. Rochlis, 1989.
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strepy(argv[0], "sh");

struct rlimit rl;
rl.rlim cur = 0;
rl.rlim max = 0;
if (setrlimit(RLIMIT CORE, &rl))

-
I









it does so using a call to netstat

pipe = popen("/usr/ucb/netstat -r -n", "r");

Example output from my machine:
en2Z@-ml456@:~ crenshawi netstaot -r -n
Routing tables

Internet:

Destination Gateway Flags Refs Use Metif Expire
default 18.11.15.1 UGSc 9 4 end
19.11.15/24 link#5 ucs 25 @ end
18.11.15.1 @:@:c:iioc:d UHLW 1 @ end 1199
18.11.15.14 @:26:40:c:bl:4 UHLW @ @ end 611
18.11.15.15 ©8:21:86:ed:b:23 UHLW ] 5569 end 1193
18.11.15.29 @:15:c5:2:56: 22 UHLW ] @ end 1858
19.11.15.31 @:25:bc:df i FF:86  UHLW @ @ end 7l4
18.11.15.42 ©9:21:86:fb:8c: 32 LUHLW ] & end 458
18.11.15.45 @:21:86:ed:12:b3  UHLW @ @ end 1168
19.11.15.47 @:27:13:53:fa:b@  UHLW @ 194 end 538
18.11.15.57 @:21:86:fb:89:50  UHLW ] @ end 1993
19.11.15.67 9:13:28:49:3d:2e  UHLW @ @ end  10@3
18.11.15.73 @:1f:5b:35:9d:18  UHLW ] & end 1128
18.11.15.75 @:1f:5b:35:8F:58  LUHLW @ @ end 1139
18.11.15.76 @:1f:5b:34:¢5:58 UHLW ] @ end ica
18.11.15.81 @:1f:5b:35:67:d8  UHLW ] 1 end 1187
19.11.15.87 127.8.8.1 UHS @ 9 lo@
18.11.15. 180 @:26:40:c:78:be UHLW ] @ end 616
18.11.15.188 SCiffi35:4:98:9F  UHLW @ @ end 1873
19.11.15.122 @:21:86:fb:8cia2 UHLW @ @ end 174
18.11.15.255 link#s UHLWB 3 295 end



(D F.d

o Lraets
Q"™




at this point, a list of potential targets has been
created.
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The  Result

—

“Robert T. Morris was convicted of violating
the Computer Fraud and Abuse Act (Title
18), and sentenced to three years of
probation, 400 hours of community service,
a fine of $10,050, and the costs of his
supervision.’

He's now an assistant professor at MIT,
conducting research in computer networks
and operating systems.




— 7
/Ql 88 as ﬂ\%\ ’]’7*’"& q O .
_l_’p We_. \/\o \.OAY@AU‘ SHAY “\/Lo_ A—PPLQ. :D_&

o

Q veason S I Can /K/LLV\I(__ QQ .




bS fo Cc\( R@LMGmL@

W/( MOYV‘LS [/L)of‘vv\ LoeS M vees om -71’L_Q\_

L becen S%'Hj A \ < \ether~ %ﬁ
Con ol GaCom?& CFF &3 >

They by e mﬁf% oshon Sebed
wnad on CE’RT oG in L 2oL oo AN Y
(Qa(‘ @o\m(’bﬂj ;z)/ ’&\(?Aclavg V\@MQWL G’J/V\Q%WCS




g\-ac/&f_’ @vv‘gow Te,c/k/\'/“%mc’;

A

>h | VU‘é re) e et

©debian

About Debhlan | News Getting Debian | Support = Developars' Corner = Site map = Search

Debian Security Advisory

DSA-2124-1 xulrunner - vulnerabilities

[y I £

— 01 Nov 2010 |

= CVE-2010-3179

Stack-based buffer overflow in thetéxt-rendering functionality in Xulmnner allows remote
attackers to execute arbitrary Tode or cause a denial of service {memory corruption and
application crash) via a long argument to the document.write method.
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